Gateway Foundation, Inc. (Gateway)

Notice of Privacy Practices

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT
YOU MAY BE USED AND DISCLOSED AND
HOW YOU CAN GET ACCESS TO THIS INFORMATION.
PLEASE REVIEW THIS NOTICE CAREFULLY.

iscl I ion Al

For Treatment. We may use medical and clinical information about you to provide you with treatment or services.

For Payment. With your authorization, we may use and disclose medical information about you so that we can
receive payment for the treatment services provided to you.

For Health Care Operations. We may use and disclose your protected health information (“PHI”) for certain
purposes in connection with the operation of our program and to make sure that all of our clients receive quality
care.

We must obtain a written authorization from you for other uses and disclosures of your PHI unless the use or
disclosure is required or permitted by law, as explained on the following pages.

Your Rights Regarding Your PHI

You have the following rights regarding PHI we maintain about you:

Right of Access to Inspect and Copy. You have the right, which may be restricted in certain circumstances, to
inspect and copy PHI that may be used to make decisions about your care. We may charge a reasonable, cost-
based fee for copies.

Right to Amend. If you feel that the PHI we have about you is incorrect or incomplete, you may ask us to amend
the information although we are not required to agree to the amendment.

Right to an Accounting of Disclosures. You have the right to request an accounting of the disclosures that we
make of your PHI.

Right to Request Restrictions. You have the right to request a restriction or limitation on the use of your PHI for
treatment, payment, or health care operations. We are not required to agree to your request.

Right to Request Confidential Communication. You have the right to request that we communicate with you
about medical matters in a certain way or at a certain location.

Right to a Copy of this Notice. You have the right to a copy of this notice.

Complaints. You have the right to file a complaint in writing to us or to the U. S. Secretary of Health and Human
Services if you believe we have violated your privacy rights. We will not retaliate against you for filing a
complaint.

fidential isord :

Federal law and regulations protect the confidentiality of substance use disorder patient records. Gateway is required to
comply with these confidentiality protections. Information identifying you as having or having had a substance use
disorder may only be provided if allowed under federal regulation. Release of information without your written
permission may only be allowed under limited circumstance, such as in response to a court order or to medical
personnel in the event of a medical emergency.
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Violation of Federal laws or regulations by this program is a crime. Suspected violations of confidentiality should
be reported to Gateway’s Privacy Officer. If your concern is not resolved you may also file with your local U.S.
Attorney’s Office.

If you commit a crime on program premises or against program personnel, we will disclose information identifying
you to law enforcement.

We will make a report of suspected child abuse and neglect, as mandated under state law to appropriate state and local
authorities.

The confidentiality of substance use disorder treatment records regulations are found at title 42 of the Code of Federal
Regulations (CFR) part 2 (42 CFR part 2).

If you have any questions about this Notice of Privacy Practices,
please contact the Gateway Privacy Officer
at 55 E. Jackson Blvd, Suite 1500, Chicago, IL 60604
Phone: (312) 663-1130 x2313; Via Email: Compliance@ Gatewayfoundation.org .

Your health record contains personal information about you and your health. State and federal law protects the
confidentiality of this information. “Protected health information” is information about you, including demographic
information, that may identify you and that relates to your past, present or future physical or mental health or condition
and related health care services.

As referenced in the Client Rights form, this Notice of Privacy Practices describes how we may use and disclose your
protected health information (“PHI”) in accordance with applicable law, including the Health Insurance Portability and
Accountability Act (“HIPAA”) and regulations promulgated under HIPAA including the HIPAA Privacy and Security
Rules. It also describes your rights regarding how you may gain access to and control your PHI. We are required by
law to abide by the terms of this Notice of Privacy Practices. We reserve the right to change the terms of our Notice of
Privacy Practices at any time. Any new Notice of Privacy Practices will be effective for all PHI that we maintain at
that time. We will make available a revised Notice of Privacy Practices by posting a copy on our website
https://gatewayfoundation.org, sending a copy to you in the mail upon request, or providing one to you at your
next appointment.

iscl ith Inf ion Al

Listed below are examples of the uses and disclosures that Gateway may make of your protected health information
(“PHI™). These examples are not meant to be exhaustive. Rather, they describe types of uses and disclosures that may be
made.

Uses and Disclosures of PHI for Treatment. Pavment and Health Care Operations

Treatment. Your PHI may be used by your physician, counselor, program staff and others inside of our program
that are involved in your care for the purpose of providing, coordinating, or managing your health care treatment
and any related services.

Payment. We will not use your PHI to obtain payment for your health care services without your written consent.
Examples of payment-related activities are: making a determination of eligibility or coverage for insurance benefits,
processing claims with your insurance company, reviewing services provided to you to determine medical necessity, or
undertaking utilization review activities.
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Healthcare Operations. We may use or disclose, as authorized, your PHI in order to support the business activities
of our program including, but not limited to, quality assessment activities, employee review activities, training
of students, licensing, and conducting or arranging for other business activities. For example, we may use a
sign-in sheet at the registration desk where you will be asked to sign your name and indicate your physician or
counselor. We may also call you by name in the waiting room when it is time to be seen. We may contact you to
remind you about appointments or to provide information to you about treatment alternatives or other health-related
benefits and services that may be of interest to you. We may also contact you concerning Gateway’s fundraising
activities. We may share your PHI with third parties that perform various business activities (e.g., billing or
typing services) for Gateway, provided we have a written contract with the business that prohibits it from re-
disclosing your PHI and requires it to safeguard the privacy of your protected health information.

Organized Health Care Arrangement. Gateway participates with other behavioral health services agencies (each, a
“Participating Covered Entity”) in the IPA Network established by Illinois Health Practice Alliance, LLC (our
“Business Associate”). Through Business Associate, the Participating Covered Entities have formed one or more
organized systems of health care in which the Participating Covered Entities participate in joint quality assurance
activities, and/or share financial risk for the delivery of health care with other Participating Covered Entities, and as
such qualify to participate in an Organized Health Care Arrangement (“OHCA?”), as defined by the Privacy Rule. As
OHCA participants, all Participating Covered Entities may share the PHI of their patients for the Treatment, Payment
and Health Care Operations purposes of all of the OHCA participants. Gateway only shares PHI with our Business
Associate if it is necessary for the performance of OHCA activities, and we will only share your PHI with another
covered entity for care coordination with your written authorization.

Other Uses and Disclosures That Do Not Require Your Authorization

Required by Law. We may use or disclose your PHI to the extent that the use or disclosure is required by law, made
in compliance with the law, and limited to the relevant requirements of the law. You will be notified, as required by
law, of any such uses or disclosures. Under the law, we must make disclosures of your PHI to you upon your request. In
addition, we must make disclosures to the U. S. Secretary of the Department of Health and Human Services for the
purpose of investigating or determining our compliance with the requirements of the Privacy Rule.

Health Oversight. We may disclose PHI to a health oversight agency for activities authorized by law, such as audits,
investigations, and inspections. Oversight agencies seeking this information include government agencies and
organizations that provide financial assistance to the program (such as third-party payors) and peer review
organizations performing utilization and quality control. If we disclose PHI to a health oversight agency, we will have
an agreement in place that requires the agency to safeguard the privacy of your information.

Notification and Communication with Family.
For organizations only subject to HIPAA:

e We may disclose to a family member, your personal representative or another person responsible for your
care, the PHI directly relevant to that person’s involvement in your care or about your location, your general
condition or death.

e In the event of an emergency, we may disclose information to public service organizations to facilitate your
care.

e We may also disclose information to someone who is involved with your care or helps pay for your care.

e If you are able and available to agree or object, we will give you the opportunity to object prior to making
these disclosures, although we may disclose this information in an emergency even over your objection if we
believe it is necessary to respond to the emergency circumstances. If you are unable or unavailable to agree
or object, our health professionals will use their best judgment in communication with your family and others.
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Deceased Patients. We may disclose PHI regarding deceased patients as mandated by state law and to family
members, relatives, friends or other individuals indicated by the deceased who were involved either in the deceased’s
care or payment for the deceased’s care. We may only disclose PHI that is relevant to the family member, relative,
friend or other individual’s involvement in the deceased’s care. If the deceased has expressed a prior preference that
PHI not be disclosed to the person in question, we will not disclose PHI to such person. PHI excludes any information
regarding a person who has been deceased for more than 50 years.

Research. We may disclose PHI to researchers if (a) an Institutional Review Board reviews and approves the research
and a waiver to the authorization requirement; (b) the researchers establish protocols to ensure the privacy of your
PHI; (c) the researchers agree to maintain the security of your PHI in accordance with applicable laws and regulations;
and (d) the researchers agree not to redisclose your PHI except back to Gateway. We may also use or disclose your
PHI for research purposes if we obtain your authorization to do so.

Sale of PHI. We are prohibited from disclosing your PHI in exchange for direct or indirect remuneration unless we
have obtained your prior authorization to do so.

Marketing. We must obtain your authorization before using or disclosing your PHI for marketing communications
that involve financial remuneration. The authorization must disclose the fact that we are receiving financial
remuneration from a third party.

Eundraising. We may send you fundraising communications at one time or another. You have the right to opt out of
such fundraising communications with each solicitation you receive.

With Authorization. The following uses and disclosures will be made only with your written authorization: (i) most
uses and disclosures of psychotherapy notes which are separated from the rest of your medical record; (ii) most uses
and disclosures of PHI for marketing purposes, including subsidized treatment communications; (iii) disclosures that
constitute a sale of PHI; and (iv) other uses and disclosures not described in this Notice of Privacy Practices.

Uses and Disclosures of PHI With Your Written Authorization

Other uses and disclosures of your PHI will be made only with your written authorization. You may revoke this

authorization at any time, unless the program or its staff has taken an action in reliance on the authorization of the use
or disclosure you permitted. However, you may not revoke a criminal justice authorization if you have been mandated
to treatment by a court or other applicable criminal justice agency.

Your Rights Regarding vour Protected Health Information

Your rights with respect to your PHI are explained below. Any requests with respect to these rights must be in writing.
A brief description of how you may exercise these rights is included.

1. You have the right to inspect and copy your Protected Health Information

You may inspect and obtain a copy of PHI that is contained in a designated record set for as long as we maintain the
record. A “designated record set” contains medical and billing records and any other records that the program uses for
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making decisions about you. Your request must be in writing. We may charge you a reasonable cost-based fee for the
copies. We can deny you access to your PHI in certain circumstances. In some of those cases, you will have a right to
appeal the denial of access. You may also request that a copy of your PHI be provided to another person. Please
contact our Privacy Officer if you have questions about access to your medical record.

2. You may have the right to amend your Protected Health Information

You may request, in writing, that we amend PHI that has been included in a designated record set. In certain cases, we
may deny your request for an amendment. If we deny your request for amendment, you have the right to file a
statement of disagreement with us. We may prepare a rebuttal to your statement and will provide you with a copy of
it. Please contact our Privacy Officer if you have questions about amending your medical record.

3. You have the right to receive an accounting of some types of Protected Health Information disclosures

You may request an accounting of disclosures for a period of up to six years, excluding disclosures made to you, made
for treatment purposes or made as a result of your authorization. We may charge you a reasonable fee if you request
more than one accounting in any 12 month period. Please contact our Privacy Officer if you have questions about
accounting of disclosures.

4, You have a right to receive a copy of this notice

You have the right to obtain a copy of this notice from us. Any questions should be directed to our Privacy Officer.

5. You have the right to request certain restrictions on disclosures of PHI

You have the right to ask us not to use or disclose any part of your PHI for treatment, payment or health care
operations or to family members involved in your care. Your request for restrictions must be in writing and we are not
required to agree to such restrictions. Please contact our Privacy Officer if you would like to request restrictions on
the disclosure of your PHI.

6. You have a right to request confidential communications

You have the right to request to receive confidential communications from us by alternative means or at an alternative
location. We will accommodate reasonable, written requests. We may also condition this accommodation by asking
you for information regarding how payment will be handled or specification of an alternative address or other method
of contact. We will not ask you why you are making the request. Please contact the Privacy Officer if you would like
to make this request.

7. You have a right to an electronic copy of your electronic medical records

If your PHI is maintained in an electronic format (known as an electronic medical record or an electronic health
record), you have the right to request that an electronic copy of your record be given to you or transmitted to another
individual or entity. We will make every effort to provide access to your PHI in the form or format you request, if it is
readily producible in such form or format. If the PHI is not readily producible in the form or format you request, your
record will be provided in either our standard electronic format or if you do not want this form or format, a readable
hard copy form. We may charge you a reasonable, cost-based fee for the labor associated with transmitting the
electronic medical record.

8. You have the right to get notice of a breach of your PHI

You have the right to be notified upon a breach of any of your unsecured PHI.
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Complaints

If you believe we have violated your privacy rights, you may file a complaint in writing to us by notifying our Privacy
Officer, at 55 E. Jackson Blvd., Suite 1500, Chicago, IL 60604, (312) 663-1130. You may also file a complaint with
the U. S. Secretary of Health and Human Services as follows:
Secretary
U.S. Department of Health and Human Services
200 Independence Ave, SW
Washington DC 20201
(202) 619-0257

We will not retaliate against you for filing a complaint.
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